_ UBND TINH THANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tu do - Hanh phic

S6:1626 /STTTT-CNTT&TT Thanh Hod, ngay 03 thang 7 nam 2023
V/v danh gia an toan thong tin va gan nhan tin
nhiém mang cho cac Cdng/Trang thong tin
dién tr cia co quan nha nudc trén dia ban tinh.

Kinh gtri:
- Céc S¢, ban, nganh, don vi cép tinh;
- UBND cdc huyén, thi xa, thanh phé;
- Céc t6 chure chinh tri - x4 hoi;
- Céac don vi su nghi¢p truc thuoc UBND tinh.

Thuc hi¢n y kién chi dao cua Chu tich UBND tinh tai Cong van sO
4453/UBND-CNTT ngay 4/4/2022 vé viéc yéu cau tuan thi quy dinh bao dam an
toan hé thong thong tin theo cap do; Chi thi s6 13/CT-UBND ngay 04/11/2022 vé
viéc day manh bao dam an toan thong tin mang va trién khai cac hoat dong ung
ctru su ¢b an toan thong tin mang trén dia ban tinh Thanh Hoa; Trong dé néu rd:
“Thuc hién viéc kiém tra, danh gia an toan thong tin dinh ky cho 16i thiéu 80%
hé thong théng tin ciia cdc co quan, don vi trén dia ban tinh dwoc phé duyét cdp
do an toan toan thong tin theo quy dinh... Ra sodt danh sach cac webiste
(.gov.vn) bao gom cd cdc tén mién con (subdomain) dé tién hanh danh gid an
toan théng tin dinh ky va trién khai gdn nhdn tin nhiém mang cho CAac
Cong/Trang théng tin dién tir”.

S¢ Thong tin va Truyén thong dé nghi Giam déc cac Sé, ban, nganh cip
tinh; Thu truédng cac co quan, don vi truc thudc tinh; Chu tich UBND cac huyén,
thi x4, thanh pho don doc chi dao thyc hién mot s6 ndi dung sau:

1. Ra so4t, cap nhat danh sach cac Cong/Trang thong tin dién tir thudc pham
vi co quan, dia phuwong dang quan 1y, st dung (bao gém cdc don vi truc thuéc,
UBND cdp xd) theo mau & Phu luc 01; gii vé S& Thong tin va Truyén thong
trude ngay 10/7/2023.

Can ctr danh s&ch céc Cong/Trang thong tin dién tir do cac co quan, dia phuong
cung cap, S& Thong tin va Truyén thong s& tién hanh danh gia dinh ky an toan thong
tin va phdi hop voi Cuc An toan théng tin — Bo Thong tin va Truyén thong dé gan
nhén tin nhiém mang cho cac Cong/Trang thong tin dién tir ¢ dién kién. Hudng din
vé cac yéu cau dé gan nhén tin nhiém mang & Phu luc 02 kém theo.

2. Pé bao dam tén mién cua Céng/Trang thong tin dién tir clia cac co quan,
don vi duoc thyc hién dung theo Piéu 6, Nghi dinh 42/2022/NP-CP ngay
24/6/2022 ciia Chinh phii, quy dinh vé viéc cung cap thong tin va dich vu cong
tryc tuyén cta co quan nha nude trén moi trudng mang; Pé nghi cic co quan,
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don vi ra soat, dang ky thay doi tén mién cac Cong/Trang thong tin dién tir theo
ding quy dinh.

3. Trén co so két qua ra soat, danh gia an toan thong tin cho cac Céng/Trang
thong tin dién tir trén dia ban tinh; S& Thong tin va Truyén thong s& guri thong tin
danh gia va tin nhiém mang tdi cac co quan chu quan va don vi quan 1y, van hanh
cac Cong/Trang thong tin dién tir && c6 phuong an khic phuc, xir 1y va c6 bién
phap phong ngira, han ché cac nguy co mat an toan thong tin c6 thé xay ra.

Trong qué trinh thuc hié¢n, néu c6 vuong méc can hd tro, dé nghi cac co
quan, don vi phdi hop véi Trung tdm Cong nghé thong tin va Truyén théng
Thanh Hoa (thuéc So Thong tin va Truyén thong) dé duoc huéng dan thuc hién.

Pau mdi lién hé: Ong Tran Ngoc Hung - Phé Giam ddc Trung tdm
CNTT&TT Thanh Hoa, dién thoai: 0916.422.583.

Thu dién tir: hungtn.ttentt@thanhhoa.gov.vn.

Tran trong./.

Noi nhéAn: KT. GIAM DQC
-Nhu trén; PHO GIAM DOC
- UBND tinh (d¢ b/c);

- Phé CT UBND tinh Mai Xuan Liém (dé b/c);
- Giam dbc S¢ (dé b/c);
-P.QL CNTT; Trung tam CNTT&TT (dé t/h);
- Luu: VT, CNTT&TT.

Nguyén Vin Tuéc



PHU LUC 01: Ra soat, cap nhat danh sach cac Cong/Trang thong tin dién tir dang hoat dong
/STTTT-CNTT&TT ngay / /2023 ciia S6 Théng tin va Truyén théng tinh Thanh Héa)

(Kém theo céng van sé

1. Thong tin chung

- Tén don vi:

- Pau médi lién hé:
+ Ho va tén:
+ 86 dién thoai:
+ Thu dién tu:

2. Thong tin Cong/Trang thong tin dién tir

STT

Tén Cong/trang thong tin
dién tir

Dia chi

Don vi quan ly

Tin nhiém mang

Kiém tra, danh gia an
toan thong tin nam 2023

Trang thong tin dién tw So

So Thong tin va

1 Théng tin va Truyén thong stttt.thanhhoa.gov.vn Truyén théng co Chia
Trang thong tin dién tu Trung tam Cong

2 | Trung tam Cong nghé |ict.thanhhoa.gov.vn ngh¢ Thong tin va Chua Chua
Thong tin va Truyén thong Truyén thong

3 Chuyen trang Chuyen doi chuyendoiso.thanhhoa.gov.vn So- Thong tin va Co Chua

s6 tinh Thanh Héa

Truyén théng




PHU LUC 02: Cac yéu cau ki thuat gan tin nhiém mang cho cac
Cong/Trang thong tin dién tir cia co quan, don vi
(Kém theo cong van s6  /STTTT-CNTT&TT ngay / /2023 ciia S6
Théng tin va Truyén théng tinh Thanh Héa)

1. Gi6i thiéu vé tin nhiém mang

Ching nhan tin nhiém mang duoc g:fm trén cac Céng/Trang thong tin di¢n
tlr ctia cac co quan, don vi do Trung tAm Giam sat an toan khong gian mang qudc
gia (NCSC), Bo Thong tin va Truyén thong cung cip nham chimg nhan tin nhiém
gitip ngudi dung nhan biét nhanh, chinh xac cac to chuc, website, hé théng va
thiét bi tin cdy ngan ngua cac cudc tAn cong ltra dao, tao dung niém tin s6 cho
nguoi dung khi str dung dich vu trén khong gian mang.

Nhan tin nhiém giup nguoi dan dé dang phan biét website chinh thong cia
cac co quan t6 chirc véi cac website g14 mao; déng thoi, tin nhiém hd tro quy don
vi trong viéc giam sat thoi gian hoat dong ctia website (Uptime Monitor); phat
hién sém cac hanh vi do quét, tAn cong website; cac tAn cong tur dia chi doc hai
va cac thay ddi vé cau trac website, hudng toi khong gian mang Viét Nam an
toan va lanh manh.

2. Cac yéu cau ky thuat

Cong/trang thong tin dién tir phai dap tng cac yéu cau k¥ thuat trude khi
dugc cung cép nhan tin nhi€ém mang, cu thé nhu sau:

- Yéu cau 1: Cong/Trang thong tin dién tr phai duoc thiét 1ap hoat dong
cung cp trén Internet qua giao thirc bao mat HTTPS.

Céac Cong/Trang thong tin dién tir néu dang hoat dong & giao thac HTTP,
can phdi hop v6i don vi quan 1y tén mién, quan 1y luu trit hodc cic nha cung cap
dich vu khéac dé dang ky, kich hoat giao thirc bao mat HT TPS.

Céc cach kiém tra Cong/trang thong tin dién tu:

Cach 1.

Budc 1: Truy cap trén trinh duyét Web (Chrome, Coc Coc, Firefox,...) gd
dia chi tén mién Cong/trang thong tin dién tu.

Bué6c 2: Néu trén thanh dia chi cua trinh duyét xuat hién biéu tuong “hinh
khéa” nhu sau:
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1 Dong chi Phd chi tich UBND tinh thim, chic mimg 6
Thong tin vi Truyén thing nhin ngy Bdo chi Cich
mang Vigt Nam (21/6)

Tintife - Sy kign >
Tuyin truydn, phd bién >

Chitn huoe, quy hogeh chuyén
nginh

Bam vao biéu twong hinh khoa, s& co thong t1n Xac nhan chu’ng chi bao mat
clia tén mién.

@ stiethanhhoagovn

Trinh xem Chiing chi: *.thanhhoa.gov.vn

| Chung
|

M GO THIEU ~ LICHCONG TAC  DICi

[ Trdn Mai Ninh ndm 2022: Nhiéu tic phim

Tin tirc - Sy kign > rnghiém tic, cdng phu

Tuyén truy®n, phd bién >
Chin luge, quy hogch chuyén Vi art
nganh > o vb
Chuyén myc >

D vin tay

Thong tin clin bigt > HA-256 Fngerprint  EED7 4B 58 AFFO39 24 Chi tiét »

Dy én, hang myc dBu tu, diu thiu,
mua sém cong >
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Céch 2:

Truy cap vao dia chi sau: https://www.websiteplanet.com/vi/webtools/ssl-
checker/

Nhép dia chi Cong/Trang thong tin dién tir vao dé kiém tra

WEBSITE

PLANET Banh gia ~ Coupons €D v Congcu v Blog Q, Tim kiém VND v E3 Tiéng Viét

Trinh kiém tra SSL

Kiém tra xem chirng chi SSL clia ban co dugc trinh duyét cai dat dang va dang tin cay khong

sttt thanhhoa.gov.vn Kiém Tra

Vi du: wwwwebsiteplanet com

N
A

- Yéu cau 2: Coéng/Trang thong tin dién tir phai dugc kiém tra, danh gia vé
an toan thong tin trudc khi gan nhan tin nhiém mang.
3. Hwéng din gan nhin tin nhiém mang
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Sau khi dang ky va dap tng cic yéu cau k¥ thuat vé tin nhiém mang cho
Cong/Trang thong tin dién tir, cac don vi cin gan nhan tin nhiém lén Cong/Trang
thong tin dién tir cua minh dé két ndi véi hé sinh thai Tin nhiém mang.

Buoc 1: Sau khi duoc duyét, cac don vi s€ nhan dugec mdt doan ma tuong
ung véi ting website cua don vi.

Khuon dang cua doan ma nhu sau:

<a href="Puong dan dé&n thdéng tin cua website trén Tin
nhiém mang" target=" blank"><img src="Pudng dan dé& gdn
nhan va két néi véi hé théng Tin nhiém mang" width="150px"

height="auto"></a>

Budc 2: Sau khi nhan duge cac don vi ti€én hanh gan doan ma vao cudi
trang web ctuia don vi. K&t qua hién thi nhu sau:
TRANG THONG TIN BIEN TU' SO THONG TIN VA TRUYEN THONG THANH HOA

Giay phép s6 12/GP-TTDT do Cuc Quan ly Phat thanh, Truyén hinh va Théng tin dién tr cap ngay 11/4/2014
Chju tréch nhiém: Ong D Hifu Quyét - Gidm doc

Dia chi: Toa nha Trung tdm Céng nghé théng tin tinh Thanh Héa, Pai |6 Nam S$6ng Ma - Phd Ai Son 2 - Phudng Bong Hai - Thanh pha Thanh Héa
S6DT: (02373) 713.985 - Fax: (02373) 713.985
Website dugc thiét k& bdi Trung tém Cong nghé théng tin va truyén théng Thanh Hoa
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