BOY TE CONG HOA XA HQI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Doc 1ap — Tu do — Hanh phic

So:61 /CNTT-YTDT Ha Néi, ngay 21 thang o1 nam 2022
V/v 16 hong bao mat anh hudng cao
va nghiém trong trong cac san pham
Microsoft cong b thang 01/2022

Kinh gtr:
- Vu, Cuc, Téng cuc, Van phong B9, Thanh tra BJ;
- Céc don vi tryc thudéc BO Y té;
- CacSoY té.

Cuc Cong nghé thoéng tin nhan dugc cong van 56 /CATTT-NCSC ngay
12/01/2022 cia Cuc An toan thong tin vé viéc 16 hong bao mat anh huong cao
va nghiém trong trong cac san pham Microsoft cong bd thang 01/2022.

Ngay 11/01/2022, Microsoft da phat hanh danh sach ban va thang 01 véi
96 16 hong bao mat trong cic san pham ctia minh. Ban phét hanh thang nay dic
biét dang chu ¥ cac 156 hong bao mat sau:

1. Cac 18 hong c6 mirc anh huéng Nghiém trong:

- L& hong bao mat CVE-2022-21907 trong HTTP Protocol Stack
(http.sys) cua Windows, cho phép dbi twong tan cong thuc thi ma tir xa ma
khong can xac thuc.

2. Cac 16 hong c6 mirc anh hwéng Cao:

- 03 16 hong bao mat CVE-2022-21846, CVE-2022-21969, CVE-2022-
21855 trong Microsoft Exchange Server, cho phép ddi tuong tan cong thuc thi
ma tir xa. Pé khai thac 16 hong nay, ké tan cong can c6 quyén truy cip Vao mang
muc tiéu tir diy co thé chiém quyén diéu khién mdy chu.

- L) hdng bao mat CVE-2022-21857 trong Active Directory, cho phép dbi
tugng nang cao dic quyén.

- L hong bao mat CVE-2022-21840 trong Microsoft Office, cho phép ddi
tugng tan cong thuc thi ma tir xa.

- L hong bao mat CVE-2022-21911 trong .NET Framework, cho phép
ddi tuong tAn cong thuc hién tan cong tur chdi dich vu.

- L6 hong bao mat CVE-2022-21836 trong Windows Certificate, cho phép
d6i tuong tan cong gia mao.

- L6 héng bao mat CVE-2022-21841 trong Microsoft Excel, cho phép dbi
tugng tan cong thuc thi ma tir xa.

- LJ héng bao mat CVE-2022-21837 trong Microsoft SharePoint Server,
cho phép ddi tugng tan cong thuc thi ma tir xa.



- L6 hong bao mat CVE-2022-21842 trong Microsoft Word, cho phép d6i
tugng tan cong thuc thi ma tir xa.

Thong tin chi tiét cac 15 héng bdo mat co6 tai phu luc kém theo.

Nham dam bao an toan thong tin cho hé thdng thong tin cia Quy don vi,
Cuc Cong nghé thong tin tran trong dé nghi Quy don vi:

- Kiém tra, ra soat, xac dinh may s dung hé diéu hanh Windows c6 kha
nang bi anh hudng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan
cong (thamkhao thong tin tai phu luc kém theo).

- Tang cudng giam sat va san sang phuong an xtr 1y khi phat hién c6 dau
hiéu bi khai thac, tin c6ng mang; dong thoi thuong xuyén theo ddi kénh canh
béo clia cic co quan chirc ning va céc to chiic 16n vé an toan thong tin dé phat
hién kip thoi cic nguy co tin cong mang.

Trong truong hop can thiét, Quy Pon vi lién hé Trung tim Dir lidu y té,
Cuc Cong ngh¢ thong tin, BO Y té (ThS. Hoang Pang Tri, dién thoai:
0987772483; Email: trihd.cntt@moh.gov.vn) dé duoc hd tro.

Tran trong./.
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THONG TIN LO HONG BAO MAT
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cua Cuc Cong nghé thong tin )

(Kém theo Cong vdin sé 61

1. Théong tin 16 hong bao mat

ST CVE Mo ta Link tham khaio
T
- Diém CVSS: 9.8
(Nghiém trong)
- Lo hong trong HTTP https://msrc.microso
Protocol, cho phep doi ft. com/update-
CVE-2022- tuong tan cong thyc thi ma - paate:
1 21907 r xa guide/vulnerability/
- Anh huong: Windows CV B-2022-21907
Server 2019/2022,
Windows 11/10.
- Bi€ém CVSS: 9.0 (Cao)
- L0 hong trong Exchange
Server, cho phép doi tugng | https://msrc.microso
CVE-2022- | tan cong thyc thi ma tir Xa. ft. com/update-
21846 - Anh hudng: Microsoft | guide/vulnerability/
2 Exchange Server CV E-2022-21846
2019/2016/2013.
- Biém CVSS: 9.0 (Cao)
- Lo hong trong Exchange
Server, cho phép doi tuong | https://msrc.microso
CVE-2022- té\ll’lq C@Ilg thuce thi ma tir xa. ft. Com/update_
3 21855 - Anh huéng: Microsoft guide/en-
Exchange Server | US/vulnerability/C
2019/2016/2013. VE- 2022-21855




- biem CVSS: 9.0 (Cao)
- Lo hong trong Exchange
Server, cho phép doi tuong

https://msrc.microso

CVE-2022- | thn cong thyc thi md tirXa. | ft. com/update-
21969 - Anh huong: Microsoft guide/en-
Exchange Server | US/vulnerability/C
2019/2016/2013. VE- 2022-21969
- biém CVSS: 8.8 (Cao)
- L3 héng trong Microsoft
Office, cho phép d6i tuong
tan cong thuc thi ma tir xa.
- Anh huong: Microsoft piyps://msrc.microso
CVE-2022- SharePoint  Foundation com/update-
21840 2013, SharePoint Server | gyide/vulnerability/
2019, Microsoft Office| cv E-2022-21840
2016/2013/LTSC
2021/2019, Microsoft
- Excel 2016/2013,
Microsoft 365
- Piém CVSS: 8.8 (Cao)
- L5 hong trong Active
Directory Domain
Services, cho phép ddi
tuong tén céng nﬁng cao httpS://msrC.micrOSO
CVE-2022- | ¢3¢ quyén. ft. com/update-
21875 - Anh huéng: Windows guide/vulnerability/
Server CV E-2022-21875
2022/2019/2016/2012/20
08, Windows 11/10/RT
8.1/7.
- Piém CVSS: 7.5 (Cao)
- L5 hong trong .NET
Framework, cho phép d6i
tuong tan cong thuc hién
tan cong tir chéi dich vu. | https://msrc.microso
21911 Microsoft NET gmde/er)-.
Framework 3.5 US/vulnerability/C
AND VE- 2022-21911
4.7.2,

4.6/4.6.1/14.6.2/4.7/14.7.1/

4.7.2,...




- biém CVSS: 7.8 (cao)

- L5 héng trong Windows
Certificate, cho phép ddi
tuong tAn coéng thwc hién | https://msrc.microso

CVE-2022- | tan cong gia mao ft. com/update-
21836 - Anh huong: Windows guide/en-
Server US/vulnerability/C

2022/2019/2016/2012/20 VE- 2022-21836
08, Windows 10/RT
8.1/7.

- biém CVSS: 7.8 (cao)

- Lo hong trong Microsoft

Excel, cho phép doi tugng

tan cong thyc thi ma tir xa. )

- Anh hudng: Microsoft ft. (é(l)JriT(lj/eu/Eg?te

9 | CVE-2022- | Office US/vulnerabilit
y/C

91841 | 2013/2016/2019/LTSC20 frvistiy
- 21, Microsoft 365. VE-2022-21841

https://msrc.microso

- biém CVSS: 8.3 (cao)
- L3 hong trong Microsoft _
SharePoint ~ Server, cho | Nttps://msrc.microso
phép ddi tuong tAn cong | ft. com/update-

thyc thi ma tir xa. Us) @ltllide/eblr_ll-_t o
10 CVE-2022- |-Anh huong: Microsoft vuineraotlity.
21837 SharePoint Server 2019, VE-2022-21837
2016

- Biém CVSS: 7.8 (cao) _
- L& héng trong Microsoft https://msrc.microso
Word, cho phép dbi tuong |  ft. com/update-

thn cong thuc thi mé tir xa. guide/en-
21842 Word 2016. VE- 2022-21842

2. Huéng din khic phuc
Bién phép tot nhat dé khic phuc 14 cap nhat ban va cho cac 16 hong bao
mat ndi trén theo hudng dan cua hing. Quy don vi tham khao cac ban cap
nhat phi hop cho cdc san phdm dang sir dung tai link ngudn tham khao tai
muc 1 cia phu luc.
3. Tai li¢u tham khao
https://msrc.microsoft.com/update-

guide/releaseNote/2022-Jan
https://msrc.microsoft.com/update-guide/en-us
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