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Sb:32 /CNTT-YTDT Ha Ngi, ngay 12 thang o1 ndm 2022

VIV 15 hong bao mat anh hudng
nghiém trong trong Apache Log4j

Kinh guri:
- Vu, Cuc, Téng cuc, Van phong Bo, Thanh tra Bo;
- Céc don vi tryc thugc BO Y t€;
- CacSo Y té.

Cuc Cong nghé théng tin nhan dugce céng van 1734 /CATTT-NCSC ngay
10/12/2021 ctia Cuc An toan thong tin vé viéc 16 hong bao mat anh hudng
nghiém trong trong Apache Log4j.

Nham dam bao an toan thong tin cho hé thdng thong tin cia Quy don vi,
Cuc Cong nghé thong tin tran trong dé nghi Quy don vi:

1. Kiém tra, ra soat va xac minh hé théng thong tin co sir dung Apache
Log4j. Quy don vi can cap nhat Ién phién ban méi nhat (log4j-2.15.0-rc2) dé khac
phuc 16 hong bao mat ndi trén ciing nhu céc 16 hong bao mat mai phét hién khéc;
dong thoi nang cip cac ung dung va thanh phan lién quan c6 kha ning bi anh
hudng (vi du nhu srping-boot-strater-log4j2, Apache Solr, Apache Flink, Apache
Druid,...).

2. Tang cudng giam sat va san sang phuong an xir 1y khi phat hién c6 dau
hiéu bi khai théac, tan cOng mang; dong thoi thudng xuyén theo di kénh canh bao
clia cac co quan chirc ning va cac to chiic 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

Trong truong hop can thiét, Quy Pon vi lién hé Trung tdm Dir lidu y té,
Cuc Cong ngh¢ thong tin, BO Y té (ThS. Hoang bang Tri, dién thoai:
0987772483; Email: trihd.cntt@moh.gov.vn) dé duoc hd tro.

Tran trong./.

Noi nhdn:

- Nhu trén;

- Trung tdm Dit liéu y té (dé thuc hién);
- Luu: VT, CNTT.
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THONG TIN LO HONG BAO MAT
(Kém theo Cong vdin sé ICNTT-YTPTngay | /2022
cua Cuc Cong nghé thong tin )

1. Théng tin 16 héng bio mat

- M ta: LO hong nay ton tai trong Apache Log4j2, cho phép dbi tuong
tan cong thuc thi ma tir xa.

- Anh hwéng: 2.0 <= Apache log4j <= 2.14.1. Cé4c tng dung va thanh
phan d& bi anh hudng srping-boot-strater-log4j2, Apache Solr, Apache Flink,
Apache Druid.

2. Hwéng dan khic phuc

Bién phap tot nhat dé khic phuc 16 hong ndy ning cip 1én phién ban méi
nhat (log4j-2.15.0-rc2). Tham khao thong tin tai:

https://github.com/apache/logging- log4j2/releases/tag/log4j-2.15.0-rc2.

Trong truong hop chua thé ning cip, Quy don vi c6 thé sir dung bién
phap khic phuc thay thé bang cach thém —Dlog4j2.formatMsgNoLookups=true
trong JVM args - https://www.fortiguard.com/psirt/FG-IR-21-181

3. Nguon tham khao

- https://github.com/apache/logging
log4j2/commit/bac0d8a35¢7e354a0d3f706569116dff6c6bd658
- https://twitter.com/POrZ9/status/1468949890571337731

- https://www.lunasec.io/docs/blog/log4j-zero-day/
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