UBND TINH THANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Déc 1ap - Tw do - Hanh phc
Sb: 2808/STTTT-CNTT Thanh Hoa, ngay27 thangi2 nam 2021
VI canh bao 16 hong bao mat anh hudng cao
va nghiém trong trong cac san pham
Microsoft cong b thang 12/2021.

Kinh gui:
- VP Tinh uy, VP HDND tinh, VP UBND tinh;
- Cac s0, ban, nganh cap tinh;
- UBND cdac huyén, thi xa, thanh phé;
- Céc td chirc doan thé chinh tri cép tinh;
- Cac doanh nghiép vién thong, CNTT trén dia ban tinh.

Thuce hién cong van s6 1749/CATTT-NCSC ngay 15 thang 12 nam 2021
ctia Cuc An toan thong tin, Bo Thong tin va Truyén thong vé viéc 10 15 hong bao
mat mirc cao va nghiém trong trong cac san pham Microsoft.

Qua phan tich va danh gia tir Cuc An toan thdng tin, B6 Thong tin va Truyén
thong, da ghi nhan 67 16 hong bao mat mdi trén cac san pham cua hang Microsoft
cong bo trong thang 12 nam 2021. Trong d6, dang cha y 1a 10 16 hong bao mat co
mtrc anh huéng cao va nghiém trong (thdng tin chi tiét cé tai phu luc kém theo).
Céc 16 hong trén cho phép ddi tuong tin cong sau khi khai thac thanh cong c6 thé
thuc thi ma tur xa, nang cao dac quyén trén hé théng muc tiéu, tir d6 chiém quyén
diéu khién toan bo hé thong.

Pé tang cuong chu dong phong ngira cac rai ro mat an toan thong tin tai cac
hé théng thong tin ciia cac co quan, to chirc va doanh nghiép do cé4c hinh thirc tan
cong trén co thé xay ra, S& Thong tin va Truyén thong dé nghi cic co quan, don
vi chi dao cac by phan, ca nhan thuc hién nhitng nd1 dung sau:

1. Kiém tra, ra soat va xac dinh cac may tinh st dung hé diéu hanh Windows
c6 kha ning bi anh hudng boi cac 16 hong trén dé c6 phuong an xir 1y, khic phuc
16 héng. Thuc hién cap nhat ban va bao mat cho cac may tinh bi anh hudng theo
khuyén nghi ctia hing Microsoft va cic vin ban hudéng dan ciia S Thong tin va
Truyén thong trong thoi gian qua. Hudng dan k¥ thuat cach thirc thyuc hién chi tiét
tai dia chi: https://attt.thanhhoa.gov.vn

2. Tang cuong theo ddi giam sat hé thong dong thoi thudng xuyén theo ddi
kénh cénh bao cia cac co quan chiic ning va sin sang phuwong dn xir 1y khi phat
hién c6 dau hiéu bi khai thac, tan cong mang.

Trong qué trinh thuc hién, néu gap kho khan, vuéng méac vé ki thuat lién
quan dén céc ndi dung, cong viéc trén dé nghi lién hé véi Trung tdm Cong nghé




thong tin va Truyén théng Thanh Hoa (co quan thuong truc ciia Doi tng ctu su ¢b
an toan thong tin mang cua tinh) dé phdi hop hd tro, xu 1y.

Pi¢n thoai: (0237)3718.699

Thu dién tu: ungcuusuco@thanhhoa.gov.vn

Xin tran trong cam on./.

Noi nhén: KT.GIAM POC
- Nhu trén; 0 A A
- Cuc An toan thong tin (dé b/c);
- Giam déc¢ S¢ (dé b/c);

-Luu: VT, TTCNTT&TT.

Nguyén Vin Tuéc



(Kem theo cong van so

Phu luc: Théng tin cac 16 hong bao mat

ISTTTT-CNTT ngay

thang  nam 2021

ciia 8¢ Théng tin va Truyén théng)

1. Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao
) Bienﬁ CVSS: 7.1 .(CE‘O) https://msrc.microsoft.
- L0 hong trong Windows com/update-guide/en-
1 | CVE-2021-43890 | AppX Installer, cho phép

doi tuong tan cong thuc
hién tan cong gia mao.

US/vulnerability/ CVE-
2021-43890

CVE-2021-43907

- Diém CVSS: 9.8
(Nghiém trong)

- L6 hong trong Windows
Subsystem for  Linux
(WSL), cho phép d6i
tugng tan cong thyuc thi
ma tur xa.

- Anh huong: Visual
Studio Code  WLS
Extension

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-43907

CVE-2021-42309

- Piém CVSS: 8.8 (Cao)
- L3 hong trong Microsoft
SharePoint  Server, cho
phép ddi tuong tan cong
thuc thi ma tir xa.

- Anh huéng: Microsoft
SharePoint  Foundation
2013, SharePoint Server
2019, SharePoint
Enterprise Server 2016.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-42309

CVE-2021-43899

- Diém CVSS: 9.8
(Nghiém trong)

- L3 hong trong Microsoft
4K  Wireless Display
Adapter, cho phép ddi
tugng tan cong thyuc thi
ma tu xa.

- Anh huéng: Microsoft
4K  Wireless Display
Adapter

https://msrc.microsoft.
com/update-guide/en-
US/vulnerability/CVE-
2021-43899

CVE-2021-43215

- Pbitm CVSS: 9.8
(Nghiém trong)

https://msrc.microsoft.
com/update-




- L& hong trong iSNS
Server, cho phép ddi
tuong tin cong thuc thi
ma tu xa.

- Anh hudéng: Windows
Server
2008/2012/2016/2019,
Windows 7/8.1/10.

guide/vulnerability/CV
E-2021-43215

CVE-2021-41333

- Piém CVSS: 7.8 (cao)

- L) hong trong Windows
Print Spooler, cho phep
d6i tuong tan cong nang
cao dic quyeén.

- Anh huong: Windows
Server
2019/2016/2012/2008,
Windows 8.1/7/10.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-41333

CVE-2021-43880

- L6 hong trong Windows
Mobile Device
Management, cho phép
d6i tuong tan cong nang
cao dic quyén.

- Anh huong: Windows
11

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-43880

CVE-2021-43893

- biém CVSS: 7.5 (cao)

- L6 hong trong Windows
Encrypting File System
(EFS) cho phép dbi tuong
tan cong nang cao dic
quyén.

- Anh huong: Windows
10/11, Windows Server
2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-43893

CVE-2021-43240

- Piém CVSS: 7.8 (cao)

- L3 hong trong NTFS Set
Short Name cho phép ddi
tugng tan cong nang cao
dic quyén.

- Anh hudng: Windows
10/11, Windows Server
2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-43240




- Piém CVSS: 7.8 (cao)

- L) hong trong Windows
Installer, cho phép dbi
tuong tdn cong nang cao
10 | CVE-2021-43883 | dic quyén.

- Anh huong: Windows
Server
2022/2019/2016/2012/20
08, Windows 11/10/8.1/7

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2021-43883

2. Huéng din khic phuc

Huéng dan chi tiét khic phuc cac 16 hong bao mat trén tai dia chi:
https://attt.thanhhoa.gov.vn (Muc Huéng dan = Ky ning An todn théng tin)

'#‘ TRUNG TAM BIEU HANH AN TOAN
\ET3) AN NINH MANG TiNH THANH HOA

Trangchd  Tintde  Canhbao | Hudng dan Hb trg

K¥ ndng an toan théng tin

Céng cu

Video

Du bao sém nguy co tan cong mang
trén dién réng

Trong thai gian gan day, Cuc an toan thong tin, B Thang tin va Truyén théng da ghi
nhan cé céac diém yéu, 16 hdng bao mat nghiém trong lién quan dén cac trang thiét bi,
may tinh va phn mém hé digu hanh dang dugc sir dung réng réi tai Viet Nam. LS héng
nay khdng chi don gian Ia khai thac duoc khi c6 quyén truy cép truc ti€p vao mdy
tinh/mdy chi cai d&t phién ban hé digu hanh Windows bi dnh hiréng, ma con c6 thé tan
cong thong qua mat may tinh trong mang. Trén co s& do va thurc t€ trién khai cong tac
giém sat an toan théng tin nhifng ndm qua, Trung tdm NCSC dy bao sém 16 héng nay
hoan toan cé‘p('é' durge tan dung dé tign hanh céc chién dich tdn céng co chii dich APT
16m trén quy ma rdng trong théi gian ngén sap 16 vao khéng gian mang Viét Nam

Q, BAM VAO DAY BE XEM CHI TIET



https://attt.thanhhoa.gov.vn/
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