~ UBND TINH THANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc 1ap — Tu do — Hanh phuc

S6: 1735 /STTTT-CNTT Thanh Hoa, ngay 29 thang 9 nam 2020
V/v trién khai chién dich "Ra quét va xu ly ma
doc trén dia ban tinh Thanh Hoéa nam 2020"

Kinh giri:  _vn phong: Tinh ty, HDND tinh, UBND tinh;
- Van phong Doan BDBQH;
- Cac So ban nganh cép tinh;
- UBND huyén, thi x4, thanh phd;
- Mit tran to quéc va céc td chire doan thé chinh tri cép tinh;
- Tinh doan Thanh Hoéa;
- Bao Thanh Héa; Dai PTTH Thanh Hoa;
- Hiép hdi doanh nghiép tinh Thanh Hoa;
- Céc doanh nghiép vién thong.

Thuc hién Ké hoach sé 70/KH-UBND ngay 06/3/2020 ctia UBND tinh vé viéc
thuc hién cong tac bado dam an toan, an ninh thong tin mang phuc vu Dai hdi Dang
cac cap va Pai hoi Pai biéu Pang bo tinh 1an thir XIX, nhiém ky 2020-2025 va trén
co so cong vin s6 826/CATTT-NCSC ngay 22/09/2020 ctia Cuc An toan thong tin -
B6 Thong tin va Truyén théng vé trién khai chién dich ra quét xtr Iy md doc nim
2020.

Pé xay dung moéi truong khong gian mang duoc an toan, tin cdy, thuc ddy phat
trién kinh té, xa hoi, gép phan bao dam qudc phong, an ninh trén dia ban tinh va nhat
13 trong thoi gian dién ra Dai hoi Dai biéu bang bo tinh lan thtr XIX, nhiém ky 2020-
2025, tién tGi Pai hoi Pai biéu toan qudc 1an thir XIII cua Pang; S¢ Thong tin va
Truyén théng d& nghi cic co quan, don vi, dia phuong phdi hop trién khai cac cong
viéc sau:

1. T6 chirc trién khai chién dich "Ra quét xtr Iy ma doc trén dia ban tinh Thanh
Hoéa nam 2020" tai co quan, don vi, dia phuong minh theo hudéng dan tai dia chi
https.//khonggianmang.vn/chiendich2020; tai vé va st dung cac cong cu hd trg xir ly

ma ddc cho cac may tinh, thiét bi thong minh ctia ¢4 nhan, co quan, dia phuong minh
(huéng dan chi tiét & Phu luc 01 kém theo).

2. Tuyén truyén va huéng dan dén toan thé can bo, cong chirc, vién chirc trong
co quan, don vi va nguoi dan trén dia ban tham gia chién dich; thuc hién va hoan
thanh viéc ra quét, xt Iy ma doc cho cac may tinh, thiét bj thong minh cta minh xong
trude ngay 20/10/2020; tong hop bio cdo két qua trién khai trong pham vi quan ly
clia co quan, don vi, dia phuong giri vé S Thong tin va Truyén thong trudc ngiy



25/10/2020 dé tong hop bao cdo Bo Thong tin va Truyén thong. Dong thoi gii file
dién tir vé& dia chi thu cong vu: ungcuusuco@thanhhoa.gov.vn, tiéu dé thu ghi o
"Tén Pon Vi bdo cdo két qua chién dich Ra sodt va béc g& ma déc nam 2020" (theo
mau bdo cdo & Phu luc 02 kém theo).

3. Bé nghi cac co quan thong tan, bao chi cta tinh phéi hop td chirc tuyén truyén
vé Viéc trién khai chién dich dén dong dao co quan, don vi, nguoi dan, doanh nghiép
nham huéng img chién dich qua d6 dam bao an toan cho ngudi ding trén khong gian
mang.

4. Giao Trung tdm Cong nghé thong tin va Truyén thong Thanh Hoa 1a dau méi
va hd tro cic co quan, dia phuong trong qua trinh trién khai chién dich.

Trong qua trinh trién khai thuc hién, néu gap khoé khan, vudng mic, can hd tro
dé nghi lién hé Trung tdm Cong nghé thong tin va Truyén thong Thanh Hoa dé duoc
hd tro: Dién thoai: 02373.718.699; email:ungcuusuco@thanhhoa.gov.vn

S& Thong tin va Truyén thong dé& nghi cic co quan, don vi, dia phuong quan
tam chi dao, phéi hop t6 chuc thuc hién chién dich ra quét xu ly ma doc trén dia ban
tinh Thanh Héa nam 2020 dat nhiéu két qua.

Xin tran trong cam on./.

Noi nhn: KT. GIAM POC
- Nhu trén;

- Cuc ATTT (dé b/c);
- Giam déc S& (dé blc);
- Luu: VT, TTr CNTT-03.

Nguyén Vin Tuéc



PHU LUC 01
Ra soat va boc go ma doc
(Kém theo cong vin s6 /STTT-TTCNTT, ngay /9/2020)

Buwéc 1: Kiém tra may tinh ciia ban ¢é nim trong co sé dir liéu mang may
tinh ma ciia Trung tim Giam sit an toan khong gian mang quoc gia.

Truy cap vao dia chi https.//khonggianmang.vn/chiendich2020, kiém tra may
tinh ctia ban ¢6 nam trong co s& dit liéu mang may tinh ma ctia Trung tim Gidm sat
an toan khéng gian mang qubc gia (National Cyber Security Center - NCSC

Vietnam). Kéo chudt xudng dudi, tim thong tin.

Lam thé nao dé tham gia chién dich?

Budc 1l

Ki€m tra may tinh ciia ban €6 ndm trong cd s& dit liu mang may tinh ma ciia NCSC

KIEM TRA NGAY

Bam vao chic nang Kiém tra ngay, n¢u may tinh an toan, ban s€ nhan duoc

thong tin gom:

Dia chi IP cua ban la: 14.175[ ]

Nha cung cap: @ VNPT Corp 1P an danh: Q Khéng
Hé diéu hanh: &% Windows 7 IP ndm trong danh sich ~ ElKhéng
Trinh duyét: @ Chrome 85.0.4183.121 e
Thdi gian kiém tra: ® 24/09/2020, 9:22

© Chuc ming!

Chung téi chura phat hién dia chi IP cla ban co két ndi téi mang may tinh ma nao!

Tuy nhién d& dam bao an toan, ban van nén thuc hién Budc 2 - Ra quét bang cong cu phong chéng mé doc.

Luu y- Két qua ghi nhan chi chinh xdc véi truong hop ban dang st dung dudng Internet co IP tinh. Trong truéng hop st dung IP déng thi hodc i& mang hodc c6 thé

dia chi IP nay da dugc cap phat cho mét tai khoan internet khac vao thoi diém cd két néi doe hai.
Buéc 2: Ra quét may tinh, thiét bi ciia ban bang phan mém phong chong
ma doc
Hiy ra quét may tinh, thiét bi cua ban bang phan mém phong chéng mi doc
ban dang c6 hodc tai ciac cong cu dugc cung cép tai dia chi
hitps://khonggianmang.vn/chiendich2020 dé thuc hién ra quét.

1. Cai dat Bkav Home

Dowload b0 cai tai: https://www.bkav.com.vn/bkav-home/




Cac budrce cai dat

Budc 1: Sau khi dowload thanh céng céc ban tién hanh chay file Setup
BHome.exe dé khoi tao moi truong. Cua so cai dat Bkav Home hién ra dé bat dau
qua trinh cai dat.

=
“Bkav Home Setup
|

Dt bigu trgng Bkav Home trong menu Start
Bt biu tirdng Bkav Home trén Desktop

[| English Interface

Thur muc s& cai dat

|| C:'Program Files\BkavHome

Théa thuan =it dung

Budc 2: Thiét 1ap dudong dan chita phin mém Bkav Home va céc biéu tugng trén

man hinh, dé cac thong s6 mac dinh r61 bam nut “Cai dat” dé bat dau qua trinh cai dat.

| Ban mién phi
2018

Nhat ki fichquét | Nangcip |
Bkav Home x

Ban can phai khdi déng lai may tinh d€ hoan t3t qué trinh cai &t

r.
- Luru y: Ban hdy ddng cac (ma dung khac trudc khi khdi déng lai.

» - | =
3 e m x e
17/01/2019 ver 5953 =

Budc 3: Qua trinh cai dat thanh cong yéu cau ban nat”’khdi dong lai” dé hoan

tat qua trinh cai dit.



2. Cai dat CMC AV

Download b0 cai tai: https://cmccvbersecuritv.com/setup/setupCMCAYV.exe

Cac budc cai dat
Sau khi download, ngudi dung thuc hién theo cac budc sau:
Budc 1: Click dup vao biéu tuong SetupCMCAYV.exe

Budc 2: Chon ngdn nglr English hoac Vietnamese, click OK

Select Setup Language X

Select the language to use during the
installation:

Budc 3: Chon Cai diit dé tiép tuc hoac Huy dé ding qua trinh cai dit

a Caidat - CMC Antivirus = X

San sang cai dat
CMC Antivirus d3 san sang & duoc cai g5t trén may tinh aia ban. l @

Click Cai d3t d& tiép tuc.

Cai dat Hiy




& Caidat - CMC Antivirus - »
Pang cai dat
Qua trinh cai d&t CMC Antivirus dang duge thuc hién trén may tinh clia barn. | @

Biang giai nén cac tép...
C:V\Program Files (x86) \CMC\Antivirus\dbmedoff.uzb

Budc 4: Qua trinh cai dat dang dugc thuc hién
Budc 5: Chon C6 va click Hoan thanh khoi dong lai may tinh dé hoan tat qua
trinh cai dat.

&8 Cai dat - CMC Antivirus =

~ g
ovo Hoan thanh cai dat CMC Antivirus
CMC CYBER SECURITY J

BE hoan thanh cai d&t CMC Antivirus, may tinh cla ban can
durgc khdi dong lai. Ban oo muon khai dong lai ngay?

(@) Co, khéi déng lai may tinh ngay

] Khéng, thi & khai dong lai may tnh sau

An toan tiing Click

Chu y: Cai dat tuong ty véi CMC BotHunt.



3. Cai dat Bitdefender Total Security

Dowload b0 cai tai: https://www.bitdefender.vn/downloads/

(Ban dung thir 30 ngay hodc tra tién dé sir dung ban thuong mai)

Cac buérc cai dat

Budc 1: Sau khi tai vé ban hay chay file cai dit bitdefender_antivirus.exe
vlra tai.

E] Bitdefender

There is a new version of Bitdefender available online. We
recommend you to download and install it. If you choose to
download it later, changes will be delivered via product update.

OK [ INSTALL FREOM CD/DVD

Bam OK d¢ tai ban cai dat vé may (y€u cau may két ndéi mang internet).

B} sitdsfander Security

Downloading Bitdefender Security

at 6381 KB/s

5%

Budc 2: Sau khi chuong trinh tai du 100%, ban hay 4n vao lya chon: I read
and accepted the Subscription Agreement, trudc khi 4n Install.



Bitdefender Security

I read and accepted the Subscription Agreement

Do1 may cai 100% la hoan thanh cai dat, thuc hién "khéi dong lai” dé hoan
tat qua trinh cai dit.

Chii y: Cai dat trong ty voi Phan mém diét virus Bitdefender Gravityzone



